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ABSTRACT

Advances in detection techniques, such as mutation and obfuscation, are being advanced with the development of malware
technology. In the malware detection technology, unknown malware detection technology is important, and a method for
Malware Authorship Attribution that detects an unknown malicious code by identifying the author through distributed
malware is being studied. In this paper, we try to extract the compiler information affecting the binary-based author
identification method and to investigate the sensitivity of feature selection, probability and non-probability models, and
optimization to classification efficiency between studies. In the experiment, the feature selection method through information
gain and the support vector machine, which is a non-probability model, showed high efficiency. Among the optimization
studies, high classification accuracy was obtained through feature selection and model optimization through the proposed
framework, and resulted in 48% feature reduction and 53 faster execution speed. Through this study, we can confirm the
sensitivity of feature selection, model, and optimization methods to classification efficiency.
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Fig. 1. linear-chain Conditional Random Filed.
each x; in the binary is paired with a label

node y; indicating its source compiler.
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Fig. 2. genotype defined. Exponent indicates
SVM kernel, Operators indicates whether there
is kernel synthesis, and Kernel Parameters
indicates parameter values for each kernel.
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Fig. 3. Chromosome defined for feature
selection and model building. Exponent
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indicates parameter values for each kernel, and
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Fig. 4. proposed non-probability model. Genetic algorithms are used to build
optimization models for SVM and select features.
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Table 1. Comparison of classification result
according to feature selection.

(- : no selection / if : item frequency / ig :
information gain / mi : mutual information)
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Table 2. Difference between probability model
and non-probability model.

Accuracy Runtime
linear-chain CRF 97.96 4066755
Linear SVM 98.1 74262
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mi 93.72 | 10196556

. 18.33 | 57758196

if 92.45 3126210
T 179.694 ™99 45 4538761
mi 99.46 9626366

. 13.75 | 59059836

if 88.56 3259846
MSVS 112.003 567y 4347295
mi 84.89 9843306

. 13.75 | 59837496

if 91.93 3074920
Xcode |0 93.639 95796 4490277
mi 90.06 9972916

A3y 03-?% hnear—chaln CRF[9] Linear

SVMI(10), Bincomp(5],

Oba2(

A vlolule] Zluk Al

ol Ala) Ao, Aloket =Z#4

QA7ol7]ol Agsieiet. Alkeh

ucﬂo] SVM E_tﬂ"lg ‘lTo

(linear), =3 (polynomial),

337l fl 3 7

A8

glolct. 7+ Alsl
Zof et hEA
43«1 7|Rke] ==

ERES I

o N
Ade A

o] = (sigmoi

—d) 71218k 714 &<=(radial basis function)




542 SVM 78t 4 2|5 o83 Asfdde] #4 Zddla - 54 2 2d A= 54
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